\
) "’ e-ISSN: 2319-8753 | p-ISSN: 2347-6710

International Journal of Innovative Research in
SCIENCE | ENGINEERING | TECHNOLOGY

INTERNATIONAL JUURNAI.
OF INNOVATIVE RESEARBH

IN SCIENCE | ENGINEERING | TECHNOLOGY

Volume 11, Issue 7, July 2022

‘ ‘INTERNATIONAL
STANDARD
.\ SERIAL Impact Factor: 8.118

NUMBER
INDIA

0 9940572 462 (O 6381907 438 = ijirset@gmail.com . WWW.ijirset.com



International Journal of Innovative Research in Science, Engineering and Technology (IJIRSET)
ﬂ"’g“! | e-ISSN: 2319-8753, p-ISSN: 2320-6710| www.ijirset.com | Impact Factor: 8.118|
aY ) 158
[[Volume 11, Issue 7, July 2022||

| DOI:10.15680/1JIRSET.2022.1107096 |

A Novel Approach for Security Testing Using
Burp suite Tool

Mr.Puneeth S P, Sujan Shetty
Assistant Professor, Department of Information Science and Engineering, Bapuji Institute of Engineering and
Technology, Davangere. India
B.E Student, Department of Information Science and Engineering, Bapuji Institute of Engineering and Technology,

Davangere. India

ABSTRACT: Security Testing is a type of Software Testing that looks for weaknesses, threats, and risks in a piece
of software to stop hackers from doing damage. The main goal of security testing is to find the problems in the
system. To find out how likely it is that the system could be broken. To help find all of the system's possible security
risks. To help developers fix security problems with their code. Security testing is a way to find problems in the
security features of an information system that keep data safe and keep the system running as it should. Burp Suite is
a platform and graphical tool that can be used to check the security of web applications. Its different tools work well
together to help with the whole testing process, from mapping and analysing an application's attack surface to
finding and using security holes.
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I. INTRODUCTION

Security Testing is a subset of Software Testing that identifies vulnerabilities, hazards, and dangers in software to
prevent hackers from causing harm. The objective of Security Tests is to identify any defects and vulnerabilities in
the software system that might allow workers or outsiders to steal information, money, or a good reputation. The
primary objective of security testing is to identify a system's risks and determine how susceptible it is, so that the
threats can be addressed and the system does not cease to function or can't be used against itself. It also aids
developers in identifying system vulnerabilities and demonstrates how to eliminate them.

The Burp Suite is one of the most used tools for testing security. You can stop HTTP requests from leaving a web
browser by using Burp Suite. Burp Suite is a proxy server, which means that it sits between the user's browser and
the web server. This lets you see and change all the back and forth web traffic that happens when a specific web
application is used. With the burp suite, you can test what's happening behind the GUI. We can test more technical
things now. Burp Suite is a vulnerability scanner that can act as a proxy, an intruder, a scanner, a decoder, and so on.

Proxy:Proxy is used to block our requests from going through, and its proxy functions are.

Intruder:Intruder has a number of attacks that can be done on a remote website, such as a dictionary attack or a
brute force attack.

Scanner:Using a scanner, you may verify the security of a website.

Decoder:URL decoding is one example of a function in the decoder's toolkit that may be used to decode data.
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II. LITERATURE SURVEY

Vulnerability Scanning

System, application, or service vulnerabilities allow an attacker to overcome security safeguards and modify systems
in ways the creator never intended [1]. Scanning for vulnerabilities on another machine is known as vulnerability
scanning. It's also useful for identifying weak spots in a network [2]. Vulnerability scanning is a technique used by
security specialists to identify and address any weaknesses in a system. It's also possible that hackers may utilise it
to harm a system in this way. Vulnerability scanners are programmes that evaluate a network's architecture for
weaknesses and provide instructions on how to resolve them. At its heart, a vulnerability scanner is shown in Figure

1.[1]
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Fig.1: Vulnerability Scanner System Diagram [1]

Scanners refer to the National Vulnerability Database (NVD) [1] for definitions. For known vulnerabilities, the CVE
(Common Vulnerabilities and Exposures) is a collection of standard names. CVE data is available in NVD. It is
possible to assess the NVD's risk level using the Common Vulnerability Scoring System (CVSS). It takes into
consideration factors such as the kind of attack, its complexity, what permissions are required, how the user interacts
with the attack and how it impacts confidentiality, integrity, and usability. [1]. [2].

Burp Suite: PortSwigger provides you with Burp Suite, one of the greatest security tool sets available. By providing
superior analysis, we want to provide our customers a competitive advantage. By pretending to be a user of a web
application, you may test its security. From mapping and analysing an application's attack surface to detecting and
exploiting security problems, its numerous tools work in concert to map and analyse an application's attack surface
and to identify and exploit security weaknesses. With Burp, you can combine expert manual approaches with
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incremental automation to speed up your job, make it more valuable and interesting, and improve productivity. As a
result of the Burp Scanner tool, web applications are automatically checked for security flaws.

III. TECHNOLOGY

Burp Suite Tool

Burp Suite, sometimes known as Burp, may be used to test Web applications for security vulnerabilities. It was
written in Java by PortSwigger Security and was developed by them. This proxy allows you to send and receive all
requests and responses, enabling you to study and query them in a number of ways. Burp is an outstanding option
for penetration testing. "Community edition" is free and provides the most essential manual tool. All requests and
answers between the browser and the target application may be intercepted with the simplest manual technique. Web
apps communicate with one another using the HTTP protocol. The Hypertext Transfer Protocol (HTTP) specifies
the communication protocol between a web browser and a web server. Both HTTP and HTTPS web apps may be
tested with Burp Suite.

Features of Burp suite

* In addition, manual penetration testing is included.

*  Everything your browser sees will be intercepted.

*  Automated assaults that are very customised and advanced. It's easier to use brute force and fuzzing in a
shorter amount of time.

*  Vulnerability scanning is done automatically. Take use of cutting-edge AST technology.

e Productivity aids. Analysis of messages in great detail.

«  Extensions. Make your own unique add-ons.

*  Allows for many requests to be sent at once.

Installation of Burpsuite

e  Download burp suit from https://portswigger.net/.
e Install Burp Suite After running the installer,
e select “new temporary project”, followed by “use burp defaults”.
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W Burp Suite Community Editien v1.7.36

® Temporary project

New project on disk

|2 welcome to Burp Suite Community Edition. Use the options below to create or open a project.

& BURPSUITE

COMMUNITY EDITION

Open existing project Name

| Fiie

Cancel Next

W Burp Suite Community Edition v1.7.36

w Selact the configuration that you would like to load for this project

@ Use Burp defaults

Use options saved with project

B2 BURPSUITE

COMMUNITY EDITION

© Load from configuration file File

File:

([ Default to the above in future

[ Disable extensions.

Choose file.

{ Cancel J Back { Start Burp [F
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4). Click on Start Burp
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5).Look under the "Proxy Listeners" section under the "Proxy" tab, then under the "Options" subtab.

6).You should see an entry in the table with the checkbox ticked in the Running column, and “127.0.0.1:8080”
showing in the Interface column.

7).In order to alter the port number of the listener, you will need to pick the table item, click "Edit," and change the
port number.
L 3
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Burpsuite And Browser Configuration

Open Firefox and choose Customize from the Tools drop-down menu. Select "Options" from the Customize menu,
then "Settings" from the Network Section menu.

Connection Settings >

-~
Configure Proxy Access to the Internet
) No proxy
) Auto-detect proxy settings for this network
) Use system proxy settings
. Manual proxy configuration i
HTTP Proy| 127.0.0.1 |Eor‘t| sos2
[«*] Use this proxy server for all protocols
SSL Proxy Port
ETP Proxy Port
SOCKS Host Port
SOCKS v4 SOCKS v5
) Automatic proxy configuration URL
~
oK Cancel Help

In order to set up your host computer, click on this option. Select Manual proxy settings from the drop-down menu
and input the same HTTP Proxy and Port number you used in Burp Suite. To save your changes, just click "OK" at
the bottom of the page.

Using Firefox, type "google.com" into the address bar and then switch to the burp suite. You may be able to identify
a few "fire fox profile tracing" images. Click the "drop" button to get rid of them.

Burp Suite Community Edition v1.7.36 - Temporary Project [- O]
Burp Intruder Repeater Window Help

Target [ 1o | Spider | Scanner | Intruder | Repeater | Seauencer | Decoder | Comparer | Extender | Project ptions | User options | Alerts

TTP history T WebSockets histary T Errae }

Lﬂ ) Reguest to https:/fwww.google.com:443 [172.217.169.228]

[ Forward J [ Drop J [ Intercept is on ] Actien

Raw | Params | Headers | Hex

GET / HTTP/L.1

Host: was_google. com

User-Agent: Mozilla/5.0 (X11; Linux xB6_64; rv:60.0) Gecko/20100101 Firefox/60.0
Accept: text/html,application/xhtml+xml,zpplication/xml;q=0.9,%/*;q=0.8
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Cookie:

NID=187=CMGD4] rGPw3IEdT502MT f c61kdBr- V] YRecATumgsh_Banl4raxaps02taral LLbZVYdHgLkTMEYxuL-vimy -RyIFKJmtASpLauVu_oGI1 ) T4wleBLBB00015 Z00Z0y_GSC140UUUGKh In6ALcaBF TAMDUKV Y] VBEY ] 10vy Zef AGMEH] BeDdZT0Lno
610p-yakgAojRuybL50-P2IAHNTmGT ; 5I0=lweZb yFunEaZuBuxdAFbdtZAckDpthg2EQM4E - -k_ICn9qACYHIBRUe_npN-9kD. ; HSID=ABaMWudyjQMSecEKh; SSID-ApLeduE7&DNBITEF;
APISID=KELUyCObZLCs1X3/AdBAKCSTIF22PICCA; SAPISID=Puuglg7mE_n7Hqfa/ASVsuSutcHaAkupzK; SIDCC=ANG-TYHU20_ZKHA-TTLu3DtFuy2-x4ektktRol6muKRCHOKE FYAEUL pBF rtsmb rvAelIRNvknaA;
ANID=AHWqTURC4]y0g507 1 LVEHhWWGZ0Y T iwckkyARx ] GopE9I2qF JVSTO - FweWQUESQmT

Connection: close

Upgrade-Insecure-Requests: 1
Cache-Control: max-age=0
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As a last resort, you may analyse the HTTP headers, parameters, and hex values in the burpsuite tabs if necessary
(similar to the firefox inspector, but prior to the request being filled by the server)

« at this point, nothing has been sent to the remote server!

« click ‘forward’

* the request is sent to the server

* You now have to switch to the ‘http history tab’

No Rate Limit On Login Page

IV. VULNERABILITIES

A brute force assault is just attempting to breach a system over and over again. When it comes to usernames and
passwords, they could test out several combinations until they discover one that works. However, more sophisticated
brute force assaults do exist, and they do work on occasion.

Enter any incorrect username and password

~
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Log in by using the "Login" button.

You may now see the call in Burp by switching to the application.

Burp Suite Community Edition v1.7.36 - Temporary Project

Burp Intruder Repeater Window Help

[Target [ Proxy | spider [ scanner | intruder | Repeater | Sequencer | Decoder | Comparer | Extender | Froject options | User options | Alerts

[ imtmrcapt | HTTP history | wabsockets history | options |

Forward orep Intercept is on actio

Raw  Params  Headers Hex
laties/brute? =Login HTTP/1.1

illa/5.0 (X11; Linux x86_64] rv:60.0) Gacko/20100101 Firefax/60.8
xhtmlexal, 3pplication/xsl;q=0.9,*/*; q=0.

7.36 - ® @ o

e A A R 2 T

Stanmanacn |

To remove everything, just click the "Clear" button. Now pick just the fields needed to brute force, namely the
username and password, by clicking on the "Add" option. Only the username and password are being brute forced.
Start the assault by selecting the Cluster Bomb attack type and pressing the start button.

—4 Intruder attack 2 e ® O
| e =
=Jl--h-T Target | Positions | Payloads | Options | L
;_ [ Filter: Showing all items ] @ =
est 4| Payloadl Payload2 | Status | Error | Timeout | Length | Comment ||
=7 200 (] =] 2672 albe
admin password 200 a a 4672
test password 200 (o] [} 42672
I administration password 200 5] [} 1672
root password 200 (@) o 4672
" admin hacked 200 o o 4710 |
test hacked 200 [=] [=) 2672
administration hacked 200 o o 2672
root hacked 200 5] o 2672
| admin 1234 200 a (@] 2672
test 1234 200 (@] (&) 2672
img administration 1234 200 (5] o 4672
oot 1234 200 (5] o 2672
— admin toor 200 a o 4672 v
s P 200 = oo
| d»
Request | Response
[ maw | Params | reace® [ Hex |
GET /dvwa/vulnerabilities/brute/7username=admin&password=hacked&lLogin=Login HTTP/1.1 a
Host: localhost
User-Agent: Mozilla/5.0 (X11; Linux xB6_64; rv:60.0) Gecko/20100101 Firefox/60.0
Accept: text/html,application/xhtmlexsl,application/xml;q=0.9,%/*;q=0.8
—d Accept-Language: en-US, en,q=0.5
Accept-Encoding: gzip, deflate
I Referer: http://localhost/dvwa/vulnerabilities/brute/ v
? < + > Type a search ter 0 matches
Finished [N -
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Analyze the time taken by each request once the attack has been completed. Depending on what they are, username
and password length will vary. Now, log in using your chosen username and password.

V. CONCLUSION

Burp Suite is a Java-based platform for Web Penetration Testing. In order to check for security issues, it's designed
for this purpose. It is possible to identify and verify assaults on applications using Burp Suite. Due to its importance
in ensuring that private information does not leak out, security testing is the most crucial kind of testing for an app.
In this kind of testing, the tester takes on the role of an attacker and messes about with the system in an attempt to
uncover any security vulnerabilities. The importance of security testing in software engineering cannot be
overstated. Software security testing is an essential and vital aspect of the development process. The only way to
know whether your system is secure is to perform this test and then patch up any security flaws that are found.
Regular application and system updates ensure the safety and security of the system. Even though security testing
does not examine how well the product works or how it works, this form of software testing is nevertheless very
vital for software engineers.
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